Hacker gia mao chi thi thu twong vé
dich Covid-19 de guri file doc

v' Loi dung tinh hinh dich Covid-19 dién bién phitc tap, mét s6 nhém tin
tic da tan cong mang cé chi dich vao cac co quan, t6 chirc trén thé giéi, trong dé cé
Viét Nam.

- Theo Cong thong tin dién tir B6 Cong an, Cuc An ninh mang va Phong chdng Toi
pham st dung Cong ngh¢ cao, B0 Cong an phat hi¢n chién dich tin cong mang, phat tan

mi doc qua email. Tin tic sit dung cac thong tin lién quan dén dich bénh Covid-19 dé thu

hut sy cht y cua nguoi dung.
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Tép tin chira ma doc duwgc dit tén gid mao chi thi cia thi tudng



- Theo @do, tin tac gui tap tin co6 tén "Chi thi Thu tuong nguyen xuan phuc.Ink" qua
email dé gia mao chi thi cta thi tudng vé dich Covid-19.

- Thuc chit, tap tin ndy c6 dang shortcut véi phan mé rong 1a “.Ink” dugc nguy
trang bang biéu tuong file vin ban nhim danh lira nguoi dung.

- Néu nguoi dung tai tap tin dinh kém v& va mé trén may tinh trén hé diéu hanh
Windows, ma doc s€ dugc kich hoat, cai dit vao may tinh. Sau do, may tinh ctia nguoi
dung s€ tu dong két ndi dén may chu diéu khién dé tai cac doan ma doc khac va nhan
1énh diéu khién cta tin tic. Pong thoi, md doc nay ciing khoi chay tap tin vian ban dé
danh Itra nguoi dung.

- Sau khi mdy tinh nhiém ma doc, tin tic co thé thuc hién nhiéu 1énh thuc thi khac
nhau, nhu danh cap dir liéu, théng tin may tinh, sir dung dé tiép tuc phat tin sang mdy
tinh khac...

- Theo website cia B6 Cong an, dé phong chéng khong bi tin tic tin cong, ngudi sir
dung Internet can nang cao canh giac khi truy cap Internet nhu khong truy cép vao nhiing
lién két la, khong tai va mé vé cac tap tin khong rd ngudn gdc.

- Bén canh d6, nguoi dung can cai dit cic phan mém diét virus c6 ban quyén va
thuong xuyén cip nhat co s dit liéu, ban va bao mat cho hé diéu hanh va cac phan mém
mg dung. Trong trudng hop da ma tép tin dinh kém, can ngit két ndi Internet va lién hé
v6i bo phan quan tri dé khac phuc, xu 1y.
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