Neguwoi dung Google Chrome dang gap
nguy

Hang chuc tri¢u may tinh sir dung Google Chrome dang gip nguy hiém vi ci tién
ich mé rong (extension) chira ma doc.

Céc nha nghién ctru bao mat tir Awake Security ngay 18/6 tuyén bd phat hién phian mém
gian diép (spyware) an trong cac extension trén trinh duyét Google Chrome véi hon 32
triéu luot tai, duwgc phat hanh trén kho iing dung Chrome Web Store.

Theo CNN, it nhét 11 1 extension doc hai hodc gia mao dugc phat hién c6 kha nang chup
anh man h1nh danh cap thong tin dang nhap. Mot s hé thong tai chinh, y té va t chic
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L6 héng kiém duyét clia Google Chrome da dé lot hon 100 extension chira phan mém gian diép
xuat hién trén kho trng dung Chrome Web Store. Anh: Threat Post.

Sau khi dugc cac to chirc bao mat canh bao hoi thang trude, Google di g& cic extension
chura phan mém dgc hai khoi Chrome Web Store.

Scott Westover, phat ngon vién Google noi voi Reuters rang cong ty s& dung cac
extension nay dé cai thién bo phan phén tich, kiém duyét extension trong tuong lai.


https://zingnews.vn/tieu-diem/google.html

Pa sb extension chira phan mém doc hai dugc phat hanh mién phi, nip bong dudi dang
trinh chuyén dinh dang tap tin hodc canh bao mot website co dau hiéu khong an toan. Tuy
nhién khi cai dit xong, chiing sé& thu thép lich st duyét web va thong tin ddng nhap ctua
nguoi dung.

Dua trén luot tai cac extension doc hai, day dugc xem la "chién dich tan cong nguoi dung
Google Chrome bang phan mém ddc hai 16n nhat tir truéc dén nay" theo Gary Golomb,
dong sang 1ap Awake Security.

Tuy xé4c nhan sy ton tai ctia extension chira phan mém gian diép, Google khong néi ro
quy mo cudc tan cong, muc do thiét hai hodc tai sao chi xir Iy khi dugc cac hang bao mat
canh bao. Ngoai ra, cling chua rd to chtrc hoic c4 nhan nao dimg sau vu viée boi cac 1ap
trinh vién da nhap thong tin gia khi phat hanh extension.

Ben Johnson, cyu k¥ su Co quan An ninh Quéc gia My nhan dinh bat ¢t thir gi cho phép
truy cap vao trinh duyét, email hodc thong tin nhay cdm ctia nguoi khac déu c6 thé la
muc ti€u cua cac hoat dong gidn di€p qudc gia hodc tdi pham ¢ to chirc.

Trinh duyét web phd bién nhat thé gidi lién tuc gép nhirng van dé nghiém trong thoi gian gan day.
Anh: Reuters.

Theo Golomb, nhitng extension dgc hai nay dugc thiét ké tranh bi céc trinh diét virus
phat hién. Khi trinh duy¢t dugc str dung, no6 s€ két no1 vo1 hang loat website khac dé



truyén thong tin, thdm chi xam nhép vao mang may tinh gia dinh hoac doanh nghiép ma
nguoi dung khong hé biét.

Céc nha nghién ctru tir Awake da phan tich mot extension va nhan thiy bén trong chira
15.000 tén mién lién két vdi nhau, dugc mua tir mot cong ty cé tén Galcomm cua Israel.

Tra 101 Reuters, Moshe Fogel, chu s¢ hiru Galcomm cho biét: "Céng ty ching t6i khdng
lién quan hodc hop tac V(:)’i bat clr hoat dong doc hai nao. Nguoc lai, chung t61 hop tac véi
cac co quan chic nang dé ngan chan hoat dong phi phap".

Sau khi nhan danh sach tén mién, Fogel cho biét da sé ching khéng hoat dong nhung s&
tiép tuc di€u tra nhiing tén mién khac.

Phan mém doc hai trong extension trinh duyét 1a thi doan tin cong khong hé méi, tuy
nhién tac hai cua chung ngay cang l6n. Tt hién thi quang c4o, nhitng extension sau nay
con c6 thé theo doi hanh vi, thu thap dir ligu trai phép.

Céc lap trinh vién di tin dung Chrome Web Store dé phat hanh extension doc hai trong
thoi gian dai. Vao nam 2018, Google cho biét s€ tang cuong kiém duyét cac extension
bang cach st dung con nguoi dé kiém duyét.

Tuy nhién vao thang 2 vira qua, nha nghién ctru Jamila Kaya va do1 ngti Duo Security cua
Cisco phat hién mdt s6 extension ddc hai trén Chrome da danh cap dir li¢u cua 1,7 triéu
nguoi dung. Sau khi dicu tra, Google phat hién va go bdé khoang 500 extension bi cai ma
doc.
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