Zalo hé tro' ma héa dau cudi, ting cwong bao mat
thong tin ngwoi dung

** Phuong thirc ma héa diu cudi (E2EE) Ia sw nang cép vé bio mat caa Zalo
gilp bao vé ti wu cac ndi dung trao ddi ciia ngwdi ding qua nén tang nay.

- E2EE hién 4p dung cho céc cudc trd chuyén ca nhan va sip c6 cho nhom duéi 10
thanh vién. Nguoi dung c6 thé kich hoat tinh ning nay trén tng dung di dong, Zalo PC
hay phién ban web.

M4 hda dau cudi trén Zalo gilp ting cudng bao vé théng tin ngudi ding.

- Piém ndi bat ciia phuong thirc nay 1a thong tin clia nguoi dung gom tin nhin vin
ban, thoai, hinh anh, tap tin... dugc ma héa va giai ma tryc tiép trén thiét bi ca nhan véi
su hd tro cua cac cap ma khoa bao ve.

- Pon cir ngudi gri A soan tin nhan cé ndi dung “Thir 6, hop chién lugc quy”, thong
qua giao thuc E2EE, trén may ctia nguoi nay dir liéu dugc ma hoa thanh nhitng ky tu dac
biét mot cach ngiu nhién va khong mang y nghia, vi du “axP/Hn8hkhs-
ul0smIytTT=QQ”. Sau d6, ma héa duoc giit nguyén sudt qua trinh van chuyén, cho dén

khi ngudi nhan B mo tin nhan, ndi dung méi dugce giai ma trén may cua ngudi nhan B.
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Moi tin nhin déu ma hoa va giai ma truc tiép trén thiét bi ciia nguoi ding, tdi wu bao mat.

- Piéu nay dong nghia ngoai thiét bi ciia ngudi giri va ngudi nhan, tin nhin s&
khong thé duoc giai ma trén thiét bi nao khac. Véi ma héa dau cudi, noi dung trao doi
ctia nguoi dung qua Zalo s& duoc bao vé tot hon. Ké ca khi hé thong trung gian gip su cb
thi ndi dung tin nhan gbc ciia ngudi ding van khong bi 16. Piéu nay gitip nguoi dung yén
tam hon khi giao tiép trén Zalo trong bdi canh tng dung ndy ngdy cang thiét yéu, phd

bién trong cudc song hang ngay.
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Ma hoa dugc gitr nguyén sudt qua trinh van chuyén, cho dén khi nguoi nhan mé tin nhan, noi
dung mai dugc giai ma trén may cua ho.




- Tinh ning nay duoc Zalo xay dung va phat trién dya trén giao thirc ma ngudn mé
Signal Protocol. Pay 1a giao thirc qubc té dugc hau hét ing dung nhin tin hang dau thé
gidi str dung cho E2EE. Nhiéu chuyén gia cong nghé uy tin toan cau ciing da kiém dinh
va bao chimg vé chét luong, do bao mat cua Signal Protocol trong nhiéu nim qua.

- Pé kich hoat cudce tro chuyén ma hoa, nguoi dung Zalo trén dién thoai bam vao
“tiy chon” & gbc phai bén trén, sau d6 chon “ma hoa dau cudi”. Néu sir dung Zalo phién
ban may tinh, ngudi ding bdm vao “théng tin hoi thoai” va tim tinh ning “ma hoa dau
cubi” dé nang cdp. Qua trinh nang cip thanh cudc trd chuyén méa hoa toan phan dugc
din ra nhanh chéng, phia nguoi giri va nhén tin déu duoc thong bao cude trd chuyén da
bat E2EE va danh d4u bang biéu twong 6 khoa tai tén cudc tro chuyén.

- MGJi ngay, nguoi dung trao doi rat nhiéu thong tin trén Internet, trong d6 c6 nhiing
ndi dung quan trong nhu ho so strc khoe, tai chinh, mat khau, anh ca nhan va gia dinh,
nhiing cudc giao tiép than mat... Vi thé, viéc bao vé an toan thong tin trén mang la van dé
duoc ngudi ding toan cau quan tam. Tin nhian ma hoa giup ngudi ding chic chan rang
khong ai co thé gidi ma va doc dugc dir liéu cua minh ngoai trtr bén gui va nhén tin nhén.

- Languoi quan tdm nhiéu dén viéc bao vé thong tin ca nhan trén Internet, anh Lé
Trung Thién (quan 9, TP.HCM) chia sé: “Téi dung Zalo nhiéu dé lién lac v&i ngudi than,
khach hang. Trong luc n6i chuyén khong thé tranh chia sé thong tin ¢4 nhan, chuyén lam
an. T6i cam thay thong tin ctia minh dugc an toan hon khi bét tinh ning ma hoa dau cudi
cho céc tro chuyén thuong xuyén lién lac”.

- Zalo duoc danh gia cao trong viéc phét trién nhiéu tinh nang gitp ngudi dung chii
dong bao vé quyén riéng tu va biao mat thong tin trén khong gian mang. Pon ctr, ngudi
dung cé thé cai dat nguén nhan 161 moi két ban, chu dong kiém soat cac cach nguoi dung
khéc c6 thé tim duoc tai khoan Zalo ciia minh dé tranh truong hop bi lam phién hoac 10
thong tin, 4nh c4 nhan. Ngoai ra, nguoi dung ciing c6 thé theo ddi dang nhép va ding
XUAt tir xa, chdn xem nhat ky va binh luan, chan nguoi la goi dién hoac nhén tin, cal mat

khau cho cudc trd chuyén, dit ma khoa cho Gng dung...
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Zalo da xay dung nhiéu tinh ning huéng dén quyén riéng tu va bao mat ciia ngudi dung.

- Trudc d6, vao cudi nim 2021, Zalo ra mat tinh ning tu x6a tin nhan véi thoi gian
mac dinh 1a 1, 7 hoac 30 ngay... giup ngudi dung bao v¢ sy riéng tu cho nhirng cudc hoi
thoai. Khi sir dung tinh nang nay, ndi dung trao doi s& tu dong bién méat sau khoang thot
gian thiét 1ap san tir ca 2 phia nguoi guri va ngudi nhan ma khong can thuc hién thém bat
ky thao tac thu cong nao.

- Chi Tran Thi Huong Lan (quan Ba Pinh, Ha Noi) cho biét: “Trudc day toi phai
thu hoi ting tin nhan khi gui tai liéu lam an v6i khach hang, nhung tir luc cai tin nhan ty
x6a sau | ngay, toi d& ton cong hon nhidu. Gan day trong mot sé hoi thoai gia dinh, mbi
lam @n quan trong t6i déu mo tin nhan ma hoéa dé dam bao rang chi c6 t6i va ngudi nhan
doc duoc tin nhin”.

- Trich: https://zingnews.vn/



